Humana Inc. - Notice of Privacy Practices

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION
ABOUT YOU MAY BE USED AND DISCLOSED AND HOW YOU
CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW IT
CAREFULLY.

The privacy of your personal and health information is
important. You don't need to do anything unless you have a
request or complaint.

We reserve the right to change our privacy practices and

the terms of this notice at any time, as allowed by law. This
includes the right to make changes in our privacy practices
and the revised terms of our notice effective for all personal
and health information we maintain. This includes information
we created or received before we made the changes. When
we make a significant change in our privacy practices, we

will change this notice and send the notice to our health plan
subscribers.

What is personal and health information?

Personal and health information - from now on referred to

as “information” - includes both medical information and
individually identifiable information, like your name, address,
telephone number, or Social Security number. The term
“information” in this notice includes any personal and health
information created or received by a healthcare provider or
health plan that relates to your physical or mental health or
condition, providing healthcare to you, or the payment for such
healthcare. We protect this information in all formats including
electronic, written and oral information.

How do we protect your information?

In keeping with federal and state laws and our own policy, we

have a responsibility to protect the privacy of your information.

We have safeguards in place to protect your information in

various ways including:

+ Limiting who may see your information

+ Limiting how we use or disclose your information

+ Informing you of our legal duties about your information

+ Training associates about company privacy policies and
procedures

How do we use and disclose your information?

We must use and disclose your information:

+ To you or someone who has the legal right to act on your
behalf

+ To the Secretary of the Department of Health and Human
Services

+ Where required by law.
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We have the right to use and disclose your information:

+ To a doctor, a hospital, or other healthcare provider so you
can receive medical care.

+ For payment activities, including claims payment for covered

services provided to you by healthcare providers and for
health plan premium payments.

+ For healthcare operation activities including processing

your enrollment, responding to your inquiries and requests
for services, coordinating your care, resolving disputes,
conducting medical management, improving quality,
reviewing the competence of healthcare professionals, and
determining premiums.

+ For performing underwriting activities. However, we will not

use any results of genetic testing or ask questions regarding
family history.

« To your plan sponsor to permit them to perform plan

administration functions such as eligibility, enrollment and
disenrollment activities. We may share summary level health
information about you with your plan sponsor in certain
situations such as to allow your plan sponsor to obtain bids
from other health plans. We will not share detailed health
information to your plan sponsor unless you provide us your
permission or your plan sponsor has certified they agree to
maintain the privacy of your information.

+ To contact you with information about health-related

benefits and services, appointment reminders, or about
treatment alternatives that may be of interest to you if you
have not opted out as described below.

+ To your family and friends if you are unavailable to

communicate, such as in an emergency.

+ To your family and friends or any other person you identify,

provided the information is directly relevant to their
involvement with your health care or payment for that care.
For example, if a family member or a caregiver calls us with
prior knowledge of a claim, we may confirm whether or not
the claim has been received and paid.

+ To provide payment information to the subscriber for

Internal Revenue Service substantiation.

+ To public health agencies if we believe there is a serious

health or safety threat.

+ To appropriate authorities when there are issues about

abuse, neglect, or domestic violence.

+ Inresponse to a court or administrative order, subpoena,

discovery request, or other lawful process.

+ For law enforcement purposes, to military authorities and as

otherwise required by law.

+ To assist in disaster relief efforts.
+ For compliance programs and health oversight activities
« To fulfill our obligations under any workers’ compensation

law or contract.

Page1of 6



Notice of Privacy Practices

« To avert a serious and imminent threat to your health or
safety or the health or safety of others.
« For research purposes in limited circumstances.

« For procurement, banking, or transplantation of organs, eyes,

or tissue.
+ To a coroner, medical examiner, or funeral director.

Will we use your information for purposes not described in
this notice?

In all situations other than described in this notice, we will
request your written permission before using or disclosing
your information. You may revoke your permission at any time
by notifying us in writing. We will not use or disclose your
information for any reason not described in this notice without
your permission. The following uses and disclosures will require
an authorization:

+ Most uses and disclosures of psychotherapy notes

+ Marketing purposes

+ Sale of protected health information

What do we do with your information when you are no longer

a member or you do not obtain coverage through us?
Your information may continue to be used for purposes

described in this notice when your membership is terminated or

you do not obtain coverage through us. After the required legal
retention period, we destroy the information following strict
procedures to maintain the confidentiality.

What are my rights concerning my information?

The following are your rights with respect to your information.
We are committed to responding to your rights request in a
timely manner.

« Access - You have the right to review and obtain a copy of
your information that may be used to make decisions about
you, such as claims and case or medical management
records. You also may receive a summary of this health
information. If you request copies, we may charge you a fee
for each page, a per hour charge for staff time to locate and
copy your information, and postage.

+ Adverse Underwriting Decision - You have the right to be

provided a reason for denial or adverse underwriting decision

if your application for insurance is declined. *

+ Alternate Communications - You have the right to receive
confidential communications of information in a different
manner or at a different place to avoid a life threatening
situation. We will accommodate your request if it is
reasonable.

+ Amendment - You have the right to request an amendment
of information we maintain about you if you believe the
information is wrong or incomplete.

+ We may deny your request if we did not create the
information, we do not maintain the information, or the
information is correct and complete. If we deny your request,
we will give you a written explanation of the denial.

+ Disclosure - You have the right to receive a listing of instances
in which we or our business associates have disclosed your
information for purposes other than treatment, payment,
health plan operations, and certain other activities. We
maintain this information and make it available to you for
a period of six years at your request. If you request this list
more than once in a 12-month period, we may charge you a
reasonable, cost-based fee for responding to these additional
requests.

+ Notice - You have the right to receive a written copy of this
notice any time you request.

+ Restriction - You have the right to ask to restrict uses or
disclosures of your information. We are not required to
agree to these restrictions, but if we do, we will abide by our
agreement. You also have the right to agree to or terminate a
previously submitted restriction.

What types of communications can I opt out of that are
made to me?

+ Appointment reminders
+ Treatment alternatives or other health-related benefits or
services

How do I exercise my rights or obtain a copy of this notice?

All of your privacy rights can be exercised by obtaining the
applicable privacy rights request forms. You may obtain any of
the forms by contacting us and sending the completed forms to:
+ Sending an email to jspalding2@humana.com
+ Send completed request forms to:
Humana Inc.
Attention: Jon Spalding
500 West Main Street
Louisville, KY 40202

*This right applies only to our Massachusetts residents in accordance with state regulations.
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What should I do if I believe my privacy has been violated?
If you believe your privacy has been violated in any way, you
may file a complaint with us by contacting us.

You may also submit a written complaint to the U.S.
Department of Health and Human Services, Office of Civil Rights
(OCR). We will give you the appropriate OCR regional address on
request. You also have the option to e-mail your complaint to
OCRComplaint@hhs.gov. We support your right to protect the
privacy of your personal and health information.

We will not retaliate in any way if you elect to file a complaint
with us or with the U.S. Department of Health and Human
Services.

What will happen if my private information is used or
disclosed inappropriately?

You have a right to receive a notice that a breach has resulted in
your unsecured private information being inappropriately used
or disclosed. We will notify you in a timely manner if such a
breach occurs.

PRIVACY NOTICE CONCERNING FINANCIAL INFORMATION
We and our affiliates understand that the privacy of your
personal information is important to you. We take your privacy
seriously and your trust in our ability to protect your private
information is very important to us. This notice describes our
policy regarding the confidentiality and disclosure of personal
financial information.

How do we collect information about you?

We collect information about you and your family when you
complete applications and forms. We also collect information
from your dealings with us, our affiliates, or others. For example,
we may receive information about you from participants in the
healthcare system, such as your doctor or hospital, as well as
from employers or plan administrators, credit bureaus, and the
Medical Information Bureau.

What information do we receive about you?

The information we receive may include such items as your
name, address, telephone number, date of birth, Social Security
number, premium payment history, and your activity on our
Website. This also includes information regarding your medical
benefit plan, your health benefits, and health risk assessments.
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Where will we disclose your information?

We may share your information with affiliated companies and
non-affiliated third parties, as permitted by law. We may also
provide your information to other financial institutions with
which we have joint marketing agreements in order to provide
you with offers for products and services you may find of value
or which are health-related.

What can I prevent with an opt-out disclosure?

You can prevent the disclosures to non-affiliated third parties
that provide products and services not offered by us or where
the non-affiliated company provides services related to your
plan by requesting to opt-out of such disclosures. Your opt-out
request will apply to all members or individuals covered under
your identification number or member account.

Your opt-out request will continue to apply until you revoke your
request or terminate your membership.

How do I request an opt-out?

At any time you can tell us not to share any of your personal
information with affiliated companies that provide offers other
than our products or services. If you wish to exercise your opt-
out option, or to revoke a previous opt out request, you need to
provide the following information to process your request: your
name, date of birth, and your member identification number.
You can use any of the methods below to request or revoke your
opt- out:
+ Sending an email to jspalding2@humana.com
+ Sending your written request to:

Humana Inc.

Attention: Jon Spalding

500 West Main Street

Louisville, KY 40202

We follow all federal and state laws, rules, and regulations
addressing the protection of personal and health information.
In situations when federal and state laws, rules, and regulations
conflict, we follow the law, rule, or requlation which provides
greater protection.
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The following affiliates and subsidiaries also adhere to our
privacy policies and procedures:

American Dental Plan of North Caroling, Inc.
American Dental Providers of Arkansas, Inc.
American Eldercare, Inc.

Arcadian Health Plan, Inc.

Arcadian Management Services

CarePlus Health Plans, Inc.

Cariten Health Plan, Inc.

CHA HMO, Inc.

CompBenefits Company

CompBenefits Dental, Inc.

CompBenefits Insurance Company
CompBenefits of Alabama, Inc.

CompBenefits of Georgia, Inc.

DentiCare, Inc.

Emphesys Insurance Company

HumanaDental Insurance Company

Humana Behavioral Health

Humana Benefit Plan of Illinois, Inc. fna OSF Health Plans,
Inc.

Humana Employers Health Plan of Georgia, Inc.
Humana Health Benefit Plan of Louisiana, Inc.
Humana Health Company of New York, Inc.
Humana Health Insurance Company of Florida, Inc.
Humana Health Plan of California, Inc.

Humana.
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Humana Health Plan of Ohio, Inc.

Humana Health Plan of Texas, Inc.

Humana Health Plan, Inc.

Humana Health Plans of Puerto Rico, Inc.

Humana Insurance Company

Humana Insurance Company of Kentucky
Humana Insurance Company of New York Humana
Insurance of Puerto Rico, Inc.

Humana Medical Plan, Inc.

Humana Medical Plan of Michigan, Inc.

Humana Medical Plan of Pennsylvania, Inc.
Humana Medical Plan of Utah, Inc.

Humana Pharmacy, Inc.

Humana Regional Health Plan, Inc.

Humana Wisconsin Health Organization Insurance
Corporation Kanawha Insurance Company*
Managed Care Indemnity, Inc.

M.D. Care, Inc.

The Dental Concern, Inc.

Humana Dental Concern, ltd

* These affiliates and subsidiaries are only covered by the
Privacy Notice Concerning Financial Information section.
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Discrimination is Against the Law

Humana Inc. and its subsidiaries (“Humana”) comply with applicable Federal civil rights laws and do not
discriminate on the basis of race, color, national origin, age, disability, or sex. Humana Inc. and its subsidiaries
(“Humana”) do not exclude people or treat them differently because of race, color, national origin, age,
disability, or sex.

Humana Inc. and its subsidiaries (“Humana”) provide:

e Free auxiliary aids and services, such as qualified sign language interpreters, video remote
interpretation, and written information in other formats to people with disabilities when such auxiliary
aids and services are necessary to ensure an equal opportunity to participate.

e Free language services to people whose primary language is not English when those services are
necessary to provide meaningful access, such as translated documents or oral interpretation.

If you need these services, call the number on your ID card or if you use a TTY, call 711.

If you believe that Humana Inc. and its subsidiaries (“Humana”) have failed to provide these services or
discriminated in another way on the basis of race, color, national origin, age, disability, or sex, you can file a
grievance with:

Discrimination Grievances
P.O. Box 14618
Lexington, KY 40512 - 4618

If you need help filing a grievance, call the number on your ID card or if you use a TTY, call 711.

You can also file a civil rights complaint with the U.S. Department of Health and Human Services, Office for
Civil Rights electronically through the Office for Civil Rights Complaint Portal, available at
https://ocrportal.hhs.gov/ocr/portal/lobby.jsf, or by mail or phone at:

U.S. Department of Health and Human Services

200 Independence Avenue, SW

Room 509F, HHH Building

Washington, D.C. 20201

1-800-368-1019, 800-537-7697 (TDD)

Complaint forms are available at http://www.hhs.gov/ocr/office/file/index.html
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Multi-Language Interpreter Services

English: ATTENTION: If you do not speak English, language assistance services, free of charge, are
available to you. Call the number on your ID card (TTY: 711).

Espafiol (Spanish): ATENCION: si habla espafiol, tiene a su disposicidn servicios gratuitos de asistencia
lingliistica. Llame al nUmero que figura en su tarjeta de identificacion (TTY: 711).

B (Chinese): 15 : NREERAEREGY CANGBRSESEYRG FRES8FENEESEE (TTY | 711) -
Tiéng Viét (Vietnamese): CHU Y: N&u ban nai Tiéng Viét, cé cac dich vy ho trg ngdn nglt mién phi danh
cho ban. Goi sé dién thoai ghi trén thé ID cta quy vi (TTY: 711).

ot=10] (Korean): 2 : $t=20{E ME8IA = B2, 20| X|@l MHAE 222 0|2514A £ JSLICH. ID 7LE0 M3 U=
HS 2 M3ke] FAAIR (TTY: 711).

Tagalog (Tagalog — Filipino): PAUNAWA: Kung nagsasalita ka ng Tagalog, maaari kang gumamit ng mga
serbisyo ng tulong sa wika nang walang bayad. Tawagan ang numero na nasa iyong ID card (TTY: 711).

Pycckuii (Russian): BHUIMAHMWE: Ecam Bbl FOBOpUTE Ha PYCCKOM f3blKe, TO BaM A0CTyMNHbl 6ecnnaTHble
ycnyru nepesoaa. Habepute Homep, ykasaHHbIM Ha Balleln KapTouKe-yaocToBepeHuu (Tenetamn: 711).

Kreyol Ayisyen (French Creole): ATANSYON: Si w pale Kreyol Ayisyen, gen sevis ed pou lang ki disponib
gratis pou ou. Rele nimewo ki sou kat idantite manm ou (TTY: 711).

Frangais (French): ATTENTION : Si vous parlez frangais, des services d’aide linguistique vous sont
proposés gratuitement. Appelez le numéro figurant sur votre carte de membre (ATS : 711).

Polski (Polish): UWAGA: Jezeli méwisz po polsku, mozesz skorzystac z bezptatnej pomocy jezykowe;.
Prosze zadzwoni¢ pod numer podany na karcie identyfikacyjnej (TTY: 711).

Portugués (Portuguese): ATENCAO: Se fala portugués, encontram-se disponiveis servicos linguisticos,
gratis. Ligue para o numero presente em seu cartao de identificacdo (TTY: 711).

Italiano (Italian): ATTENZIONE: In caso la lingua parlata sia I'italiano, sono disponibili servizi di
assistenza linguistica gratuiti. Chiamare il numero che appare sulla tessera identificativa (TTY: 711).

Deutsch (German): ACHTUNG: Wenn Sie Deutsch sprechen, stehen lhnen kostenlos sprachliche
Hilfsdienstleistungen zur Verfliigung. Wahlen Sie die Nummer, die sich auf Ihrer Versicherungskarte
befindet (TTY: 711).

B#AEE (Japanese): ‘T 2FIE . HAZEZFEINDIGE. BROEEXRZCHAAVLLEITET, BFH5DID
H—RICEHINTVBEEFESFTTEEL TV (TTY 1 711),

s« |8 (Farsi):
Al o eolyd b gl oKl Oygas Sl OMagud @S 0 SsS anyl8 by S ol
(TTY: 711) ..UJ.gJ QJJLA'J' OL’S L,JL‘.:.\LM.;J SE1SY $9) Q.Q.L’ o ylads by
Diné Bizaad (Navajo): Dii baa ako ninizin: Dii saad bee yanitti’go Diné Bizaad, saad bee ak&’anida’awo’dee’,
t’aa jitk’eh, éi na hold, namboo ninaaltsoos yézhi, bee néé ho’ddlzin bikad’igii bee holne’ (TTY: 711).
4 yoll (Arabic):
B3l @8y il yloally el 38195 dyglll Bac luwll Olaas 16 (dolll 5S31 Gased S 13] :db gla
(711 :058dlg el aila @8y) by dolsdl dyogll ABUny e 392 gall
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